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Connecting NEC UNIVERGE® SV9100 with
Microsoft® Teams Direct Routing Enterprise
Model using NEC BX Series SBC
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This document is intended as a quick start guide for NEC’s UNIVERGE® SV9100 integration with NEC BX series
SBCs and Microsoft Teams. Functionality is provided using the Direct Routing feature of the BX Series SBC.
Prior knowledge of IP networking and how to connect to a network will be necessary in order to understand
the configuration examples and to be able to modify the examples contained in this document.

Knowledge of DNS and TLS Certificates is also required.

This document demonstrates how to configure an NEC BX Series SBC connecting to Microsoft Teams and
SV9100 SIP Tie Line. This guide assumes that the existing network already has separate VLANSs for voice and
data services.

This document covers configuration of the SV9100 using PCPro Programming tool and NEC BX Using the Web
GUL.

The versions tested in this document are;

SV9100 CP20 Main Software 10.50.50
SV9100 CP20 PC Pro 10.30.51
NEC BX9000 7.20A.254.565

Integration is limited to voice dialling only. Video calls are not supported over Direct Routing trunks, BLF or
presence information is not shared.

The following prerequisites are necessary in order to achieve MS Teams integration using Direct Routing.

Microsoft Office 365 Subscription

Microsoft Teams and Direct Routing are only offered through these Enterprise plans;
- E1 (Plan 2), E3 (Plan 2), or E5 (Plan 1 or 2)
**E5 has 2 license Plans where Apps and Add-Ons are excluded (Plan 1) or included (Plan 2)
Apps, and Add-Ons needed to enable Teams Direct Routing:
- Microsoft 365 Audio Conferencing (optional for conference feature)
- Microsoft 365 Phone System (Formerly Skype for Business (SfB))

NEC BX SBC licensing

The minimum requirements for the BX SBC are;

- SBC Sessions — For calls traversing the SBC, one session is required for each concurrent call
- BX MS Teams license — Required for connection to MS Teams. This is a global license
- Transcoding licenses* — Optional, recommended. Required for use of SILK NB and WB codecs

* Without transcoding capability G.711 codec will be used.
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UNIVERGESV9100

MS Teams connection utilises the SIP trunking capability of the SV9100. For each SIP trunk the following is
required;

- IP Trunk license (BE114065) — One license is required for each concurrent call
- System Capacity license (BEBE114042) — Required for additional system capacity

Network Infrastructure

The connection to MS Teams Cloud PBX is only supported using TLS. This means the following networking
requirements must be met.

- Fixed public IP Address for WAN connection

- FQDN (Fully Qualified Domain Name) for the SBC

- DNS Entry for the SBC (for example sbc.customer.com) — See connectivity diagram

- Public trusted certificate for the SBC (See this link for trusted CAs https://docs.microsoft.com/en-
us/microsoftteams/direct-routing-plan#public-trusted-certificate-for-the-sbc)

- Firewall configuration supporting port forwarding for SIP connectivity — See connectivity diagram

- DNS Server to resolve FQDN of MS Teams Cloud PBX service

Test Network

In the test network the SBC has two interfaces, one in the DMZ and one in the LAN. The PSTN is connected to
the SV9100 and the MS Teams users are allowed to dial through the SV9100. It is also possible to connect
the PSTN trunks to the SBC if a SIP carrier is used, or the hardware gateway.

. Ty PR
Ve L8
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she.necdemo.co.uk { |
e
\‘ ™ /
|j' = “}_./'
NAT Router \\-\' . [ ’/" sip.pstnhub.microsoft.com
Port forwarding \'_';\u //' sip2.pstnhub.microsoft.com
TCP:5061 o sip2.pstnhub.microsoft.com

UDP: 7000~7199

[ )

Public DNS records have been created to resolve sbc.necdemo.co.uk to the public IP address of the customer
router. The customer router then forwards connections from port TCP:5061 to the SBC.
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General BX SBC Configuration
General configuration of the SBC is outside the scope of this document, for further detail please see
integration whitepapers and training materials.

TLS Configuration
TLS is a mandatory requirement for connection with MS Teams.

If you already have a TLS certificate issued for this host/domain then it can be loaded directly into the SBC.
Otherwise it is necessary to create a CSR (Certificate Signing Request) which is then issued by the CA
(Certificate Authority). If you are purchasing a new TLS Security Certificate please check that the issuer is
trusted by Microsoft (https://docs.microsoft.com/en-us/microsoftteams/direct-routing-plan#public-trusted-
certificate-for-the-sbc)

Creating a CSR can be done from the IP NETWORK > SECURITY > TLS GaatextBor further information
on creating the CSR please see the BX User Manuals.

Configure your TLS Context
To load your TLS Security Certificate into the BX;

1. Loginto the web interface of the BX (for example https://192.168.88.5)
2. Navigate to IP NETWORK > SECURITY > TLS Contexts
3. Either modify the existing TLS Context (0*) or add a new TLS Context

*If you modify TLS context 0 this Security Certificate will also be used to secure the programming Web GUI of
the SBC.

In the screenshot below the default TLS context has been renamed to ‘NECDEMOQ’, replace this name with
your customer name, ensure that only TLSv1.2 is enabled and for further security restrict the supported
Ciphers to HIGH only.

nec NEC BX3000 — a X

NEC MONITOR TROUBLESHOOT

UNIVERGE BX9000

{2 NETWC
CORE ENTI GENERAL ocsp
4 SECURITY Index OCSP Server Disable
onte> Ham NECDEMO 0.0,
Firewall (0)
TLS Version 501 0.0
Security el
DTLS Version Any 256
QUALITY
Cipher Server s | HIGH OC5P Default Response
DNS
Cipher Client » | HIGH
REE] ‘Strict Certificate Extension Validation Disanle v m
HTTP PROX DH key Size 1024
RADIUS & | TLS Renegotiation Enable

MEDIA CLU

ADVANCEC

Cancel QEUNE

DH key Size 1024

TLS Renegotiation Enable
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Deploy the Certificates and Private Key
In the SBC Web GUI return to the TLS Contexts page and do the following;

1. Select the required TLS Context index row (named NECDEMO) and then select the Charge Certificate
link located at the bottom of the detail pane.

nee NEC BX9000

NEC

UNIVERGE BX9000

® SRD A v

A i

O Entity, parameter, value

{2 NETWORK VIEW TLS Contexts (1)

& Pageli ot - snom 13 7] ecors prpege 5
4 SECURITY
I-m = SRR ST SRS SIS iS
TLS Contexts (1) 0 NECDEMO

TLSv12 Any HIGH I
Firewall (0)

CORE ENTITIES

Security Settings

QUALITY
DNS
WEB SERVICES #O[NECDEMO]
HTTP PROXY
GENERAL ocsp
RADIUS & LDAP
Name OCSP Server
MEDIA CLUSTER TLS Version Primary OCSP Server
D DTLS Version Any Secondary OCSP Server
Cipher Server ® HIGH OCSP Port
Cipher Client & HIGH OCSP Default Response Reject
Strict Certificate Extensio... Disable
DH key Size 1024
TLS Renegotiation Enable

Certificate Information > rusted Root Certificates ==

2. Scroll down to the UPLOAD CERTIFICATE FILES FROM YOUR CewiRlihdRpload your
Private Key file and Device Certificate files*. If the Private Keu file is encrypted then enter the
password in the pass-phrase box. When you upload the files you will see a verification if successful.

* The uploaded certificate files should be PEM encoded with .pem, .cer or .crt file extension.

nec NEC BX9000

NEC OR TROUBLESHOOT

[;P Admin -

0 Entity, parameter, vaiue

UNIVERGE BX9000

® SRD A v

Private Key Size

1024 v
{2t NETWORK VIEW
Private key pass-phrase foprional} e
CORE ENTITIES
Press the "Generate Private Key' bUllon to create new private key.
4 SECURITY Press the "Generate Self-Signed Certificate” button to create self-signed certificate
MNote tat the certificate will use the subject name configured in "Certificate Signing Request’ bex
LS Contexts (1) Important: generation of private key Is a lengthy operation during which the device service may be affected
Firewall (0) Generate Private-Key Generate Self-Signed Certificate
Security Settings
QUALITY
TLS EXPIRY SETTINGS
DNS
TLS Expiry Check Start (days) 60
'WEB SERVICES
TLS Expiry Check Period (days) 7

HTTP PROXY Submit TLS Expiry Settings

RADIUS & LDAP

MEDIA CLUSTER UPLOAD CERTIFICATE FILES FROM YOUR COMPUTER

ADVANCED Private key pass-phrase (oprional)

Send Private Key file from your computer to the device
The file must be in either PEM or PFX (PKCS#12) format
Choose file No file chosen Load File

Note: Replacing the private key is not recommended but if it's done, it should be over a physically-secure network link

Send Device Certificate file from your computer to the device.
The file must be in textual PEM format.

Choose file No file chosen Load File
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3. Validate that the certificate and private key were uploaded correctly. From the TLS Contexts page,
choose the Certificate Informationink to see detail about the uploaded certificate.

Mee NEC EX2000

NEC

UNIVERGE BX9000

O Entity, parameter, vaiue

G} NETWORK VIEW TLS Contexts (1)
CORE ENTITIES
T Pagel ot Show (17 records perpage 0
4 SECURITY
INDEX = NAME TLS VERSION DTLS VERSION CIPHER SERVER

TLS Contexts (1) 0 NECDEMO TLsvl 2 Any HIGH
Firewall (0)
Security Settings
QUALITY
DNs
WEB SERVICES #0[NECDEMO]
HTTP PROXY

GENERAL ocsp
RADIUS & LDAP

Name . OCSP Server Disable
MEDIA CLUSTER TLS Version * TLSuvi2 Primary OCSP Server
D DTLS Version Any Secendary OCSP Server

Cipher Server ® HIGH 0CsP Port

Cipher Client ® HIGH OCSP Default Response

Strict Certificate Extensio... Disable

DH key Size 1024

TLS Renegotiation Enable

Change Certificate >> Trusted Root Certificates >

4. If the Status is OK then you can continue to the next steps, otherwise go back and check the
uploaded files.

Mee NEC EX2000

NEC MONITOR d Actions Admin»

UNIVERGE BX9000

O Entity, parameter, value

{2+ NETWORK VIEW @ TLS Context [#0] > Certificate Information

CORE ENTITIES

PRIVATE KEY
4 SECURITY
Key size 2048 bits

TLS Contexts (1)

Status:
Firewall (0) Statu: oK
Security Settings
QUALITY CERTIFICATE
DNS Certificate

Data

WEB SERVICES Vfrscn 3(0x2)

Signature Algorithm: sha
Issuer: C=US, ST=Ariz
Validity

Not Before: Dec 20 13:22:24 2018 GMT
Not After : Dec 20 13:22:24 2020 GMT
Subject: OU=Domain Control Validated, CN=* necdemo.co.uk
T ———
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:05:70:40:9a:38:66:15:17:50:13:04:5¢:6:61.
€7:8f.94:09:06:cd:a1:72:¢0:50:44:88:56:70.7"
36:50:70:9¢:50:88:22:63:03;
2-84:68:3¢:75:b4-
54:0:37.23:75:80:71
bd:a6:ec.f8:21-81:b1:50:a7-8Cd0:c5:05:14:e3
1018 58 amas 4e: 18,1 8:92:80 10:36:07:C8:
b5:6a: fc:e8:df: 16:ea:83: 1bre:ce
9:61:16:7¢:04:37:09:36:C0:26

HTTP PROXY

RADIUS & LDAP

MEDIA CLUSTER

ADVANCED

12:20:ah-R2-Nd -3 21-5rd 7-75-he-72-he-df:
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5. Upload the root and any intermediate certificates to the Trusted Root Certificattore. These are
provided as part of the certificate bundle by the issuer and can be found in the issuer’s online

repository. In this example the certificate chain is part of the Go Daddy Secure Certificate Authority -
G2 chain.

nec NEC BX3000

NEC 0 TROUBLES

UNIVERGE BX9000

0 Entity, parameter, vaiue

£ NETWORK VIEW @ TLS Context [#0] > Trusted Root Certificates

CORE ENTITIES

A SECURITY

TLS Contexts (1) 0 Go Daddy Secure Certificate Aut Go Daddy Root Certificate Autho 5/03/2031

Firewall (0) 1 Go Daddy Root Certicate Autho Go Daddy Root Certificate Autho 12/31/2037
Security Settings 2 Baitimore CyoerTrust Root Baltimore Cyoer] st Root 5212025
QUALITY
DNS
WEB SERVICES Page[1 |of1 LR View1-30f 3
GIUEY Selected Row #0
RADIUS & LDAP
Certificate:
Data

MEDIA CLUSTER Version: 3 (0x2)

Serial Number: 7 (0x7)
D Signature Algorithm: shaZSEWithRSAENcryption

Issuer: C=US, ST=Arizona, L=Scomsdale, 0=GoDaddy.com, Inc., CN=Go Daddy Root Certificate Authority - G2

Validity

Not Before: May 307:00:00 2011 GMT
Mot After : May 307:00:00 2031 GMT
Subject: €=US, ST=Arizona, L=Scotrsdale, O=GoDaddy.com, Inc., OU=htp://certs godaddy.com/repository/, CN=Go Dady Secure Certificate Authority - G2
Subject Public Key Info:
Bublic Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:b3re0ieh:10ra4-af-76:00:04:93:62:eb:30°64:
bBB1:08:6c:03:04:09:62:17:8e:2FFf-3:65:cf:
8fce:62:e6:3C.52: 1c:dar16:45:4b:55:ab:78:6b:
63:83:62:50:c=:07:69:6
4533 eaBlidc feada
cé:cf-2e:f4:3:30:3¢:54:
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Deploy Baltimore Trusted Root Certificate

Note: Loading Baltimore Trusted Root Certificates to is mandatory for implementing
an MTLS connection with the Microsoft Teams network.

The DNS name of the Teams Direct Routing interface is sip.pstnhub.microsoft.com. In this
interface, a certificate is presented which is signed by Baltimore Cyber Baltimore CyberTrust
Root with Serial Number: 02 00 00 b9 and SHA fingerprint: d4:de:20:d0:5e:66:fc:
53:fe:1a:50:88:2¢:78:db:28:52:ca:e4.74.

To trust this certificate, your SBC must have the certificate in Trusted Certificates storage.
Download the certificate from https://cacert.omniroot.com/be2025.pem and follow the steps
above to import the certificate to the Trusted Root storage.

Note: Before importing the Baltimore root certificate into the SBC, make sure it's in .PEM or .PFX format. If it
isn't, you need to convert it to .PEM or .PFX format, otherwise the 'Failed to load new certificate' error
message is displayed. To convert to PEM format, use Windows local store on any Windows OS and then
export it as 'Base-64 encoded X.509 (.CER) certificate'.

Download the Baltimore Trusted Root certificate from the online repository here;

https://cacert.omniroot.com/bc2025.pem

Upload the certificate to the Trusted Root Certificatgore.

nee NEC EX9000 - a X

NEC MONITOR TROUBLESHOOT

UNIVERGE BX9000 O Entity, parameter, vaiue

® SRD | A =

€} NETWORK VIEW @ TLS Context [#0] > Trusted Root Certificates

INDEX SUBJECT ISSUER EXPIRES

TLS Contexts (1) 0 Go Daddy Secure Certificate Aut Go Daddy Root Certificate Autho 5/03/2031
Firewall (0) 1 utho Go Daday Roor o

Security Sertings

CORE ENTITIES

4 SECURITY

Go Daday Root Certr 12/31/2037

Baftimore CyberTrust Root 5/12/2025 I

QUALITY

DNS

WEB SERVICES Page[1 |of1 R View1-30f3
HTTR PROXY Selected Row #0

RADIUS & LDAP

MEDIA CLUSTER 3(0x2)

ADVANCED nam thm: sha2S6WithRSAENCryption
Issu ST=Arizona, L=Scottsdale, 0=GeDaddy.com, Inc, CN=Go Daddy Root Certificate Authority - G2

N May 307:00:00 2011 GMT
N May 307:00:00 2031 GMT
bi i
by

ublic key Algorithm:
Public-Key: (2048 b
Modulus:

oo
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Configure IP Interfaces and NAT Traversal
In this example the SBC has one leg in the LAN and one leg in the DMZ network. The customer router is
configured to forward the following ports to the DMZ interface of the SBC.

TLS Signalling — TCP:5061
RTP Media — UDP:7000~7199

For further information on IP Interface setup refer to the NEC BX SBC Training Material and the BX User
Manuals.

NAT Translation if configured to ensure that SIP Signalling includes the Public IP address of the customer site
instead of the internal private IP address.

Hee NEC BX9000

NEC MONITOR TROUBLESHOOT Save Reset j;f Admin~

UNIVERGE BX9000

® SRD | A =

O Entity, parameter, vaiue

£ NETWORK VIEW NAT Translation (2)
4 COREENTITIES .
m o Page[l  |of1 Show [10 ¥ | records per page O
IP Interfaces (2)
Ethernet Devices (2) INDEX + SOURCE INTERFACE TARGET P ADDRESS SQURCE START PORT SOURCE END PORT TARGET START PORT TARGET END PORT
Ethernet Groups (15) 0 DMZ Interface 8215320350 5060 5061 5060 5061
Prysical Ports (3) 1 DMZ Interface 8215320350 7000 7199 7000 7199

Static Routes (0)
HA Settings
HA Network Monitor (0)

NAT Translation (2)
SECURITY # v

QUALITY
SOURCE TARGET
DNS
Source Interface View Target IP Address ® 8215320350
Ul SR Source Start Port Target Start Port ® 7000
HTTP PROXY Source End Port Target End Port . 7199

RADIUS & LDAP

MEDIA CLUSTER

ADVANCED

10
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Configure Media Realms

Media Realms define the UDP ports used to terminate and generate RTP media on the device. Media Realms

are defined in SETUP > SIGNALING & MEDIA > CORE ENTITIES> Media fReaxasple below two
Media Realms are defined;

\\Orchestrating a brighter world NE‘

LAN Media Realm — This is bound to the LAN IP Interface and occupies UDP ports 6000~6199
WAN Media Realm — This is bound to the WAN IP Interface and occupies UDP ports 7000~7199

nec NEC BX9000

NEC

UNIVERGE BX9000

€} TOPOLOGY VIEW
4 CORE ENTITIES

SRDs(1)

SIP Interfaces (2)
Media Realms (2)
Proxy Sets (3)

1P Groups (3)

CODERS & PROFILES
SBC

SIP DEFINITIONS

MEDIA

INTRUSION DETECTION

MESSAGE MANIPULATION

Media Realms (2)

EmED -
INDEX = NAME
o LAN Media Realm

1 WIAN Media Realm

#0[LAN Media Realm]

GENERAL

Name

Tapology Location

1Pv4 Interface Name

UDP Port Range Start
Number Of Media Sessio...
UDP Port Range End

TCP Port Range Start

TCP Port Range End

Defauft Media Realm

Iedia Realm Extension 0 icems >>

* LAN Media Realm
Dowm

* LAN Interface

Page[l

1PV INTERFACE NAME

LAN Interface

DMZ Interface

Remote Media Subnet 0 items >

of 1

Show [ 10 v | records per page

NUMBER OF MEDIA
SESSION LEGS
6000 50

7000 50

UDP PORT RANGE START

‘QUALITY OF EXPERIENCE
QoE Profile

Bandwidth Profile

Actions~

UDP PORT RANGE END

6199

7199

LP Admin~

O Entity, parameter, value

Jo]

DEFAULT MEDIA REALM

Mee NEC EX2000

NEC

UNIVERGE BX9000

{2 TOPOLOGY VIEW
4 CORE ENTITIES

SRDs (1)

SIP Interfaces (2)
Media Realms (2)
Proxy Sets (3)

IP Groups (3)

CODERS & PROFILES

SBC

SIP DEFINITIONS
MESSAGE MANIPULATION
MEDIA

INTRUSION DETECTION

TROUBLESHOOT

SIGNALING & MEDIA

Media Realms (2)

s

INDEX NAME
o LAN Media Realm
1 WAN Media Realm

#1[WAN Media Realm]

GENERAL

Name

Topology Location

1Pv4 Interface Name

UDP Port Range Start
Number Of Media Sessic...
UDP Port Range Eng

TCP Port Range Start

TCP Port Range End

Defauft Media Realm

Media Realm Extension 0 items >

* WAN Media Realm

. up

* DMZ Interface

Page[1

1PV INTERFACE NAME

LAN Interface

DMZ Interface

Remote Media Subnet 0 items =

of 1

Snow [ 10 v | records per page

NUMBER OF MEDIA
SESSION LEGS

UDP PORT RANGE START

6000 50
7000 50

‘QUALITY OF EXPERIENCE
QoE Profile

Bandwidth Prafile

UDP PORT RANGE END

6199

7199

O Entity, parameter, vaiue

e}

DEFAULT MEDIA REALM
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Configure SIP Interfaces

This section shows how to configure the SIP listening interfaces for the SBC. SIP communication between the
SBC and MS Teams only supports TLS transport. Please note the configuration below is only an example and
may change if you have connections to other services such as SIP Carriers or Branch Offices using the same
interface.

It is good practise to disable any transports which are not being used. SIP Interfaces are configured under
SETUP > SIGNALING & MEDIA > CORE ENTITIES > SIP Interfaces

Note: The Direct Routing interface can only use TLS for a SIP port. It does not support
using TCP due to security reasons. The SIP port might be any port of your choice.
When pairing the SBC with Office 365, the chosen port is specified in the pairing
command.

The LAN SIP Interface is used to terminate SIP signalling between the SBC and SV9100 PBX.
The WAN SIP Interface is used to terminate SIP signalling between the SBC and MS Teams Cloud PBX.

nee NEC BXS000 - [m] *
NEC TROUBLESHOOT

UNIVERGE BX9000 SIGNALING 8 MEDIA O Entity, parameter, value

® SRD | A v
(} TOPOLOGY VIEW SIP Interfaces (2)
4 COREENTITIES

o page of 1 Show [ 10 ¥ | records per page [s]
SRDs (1)

o : APPLEATION oo ENCAPSULATING ey, e
Media Realms (2) o | LAN SIP Interface DefaultSRD (#0) LAN Interface | SBC 5060 o | 0 ion | LAN Media Realm
Proxy Sets 3) 1 VAN SIP Interface DefultSRD (#0) DMZ Interface sBC o 5061 I N WAN Media Realm)
IP Groups (3)

CODERS & PROFILES

4 5BC

Classification (1) .
4 Roing #O[LAN SIP Interface] 1 DefaultSRD
Routing Policies (1)
IP-to-IP Routing (5)
Alternative Reasons Set (0) EELL D
Name Media Realm ® LAN Media Realm View
Topology Location Direct Media Disable
Networl erface View
\dmiss Application Type SBC SECURITY
Mal CO.\SS;I"E(J'EL'Z\ ort 5060
External Madia Source (0) e LS CoNothons o e
LhE TLS Mutual Authenticati
SIF DERNITIONS UERd Message Policy - View
MESSAGE MANIPULATION SCTP Port o User ity Mode
S e s Enable Un-Authenticate
MEDIA Additional LIDP Parfs.
Note: For implementing an MTLS connection with the Microsoft Teams network,
configure ‘TLS Mutual Authentication’ to “Enable” for the Teams SIP Interface.
Name | Network | Application | UDP | TCP | TLS | Enable Classification| Media | TLS TLS Mutual
Interface Type Port | Port | Port | TCP Failure Realm | Context Authentication
Keepalive | Response Name
LAN SIP | LAN SBC 5060 | 0 0 Disable 500 LAN - -
Interface | Interface Media
Realm
WAN SIP| WAN SBC 0 0 5061 | Enable 0 WAN NECDEMO | -
Interface | Interface Media
Realm

* Note! Loading the Baltimore Trusted Root Certificate is mandatory for implementing MLTS connection.
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Configure Proxy Sets and Proxy Addresses
The Proxy set defines a service connected to the SBC, the parameters, ports hostnames or IP addresses
which are used to communicate with this service.

Microsoft Cloud PBX provides three redundant FQDNs for resiliency.

1 sip.pstnhub.microsoft.com — Global FQDN — must be tried first. When the SBC sends a request to
resolve this name, the Microsoft Azure DNS servers return an IP address pointing to the primary
Azure datacentre assigned to the SBC. The assignment is based on performance metrics of the
datacentres and geographical proximity to the SBC. The IP address returned corresponds to the
primary FQDN.

1 sip2.pstnhub.microsoft.com — Secondary FQDN — geographically maps to the second priority region.

9 sip3.pstnhub.microsoft.com — Tertiary FQDN — geographically maps to the third priority region.

For more information see Microsoft Documentation (https://docs.microsoft.com/en-
us/microsoftteams/direct-routing-plan#sip-signaling-fgdns).

To configure the Proxy Sets navigate to SETUP > SIGNALINGIRDIA > CORE ENTITIES > Proxy Sets

In this example SIP Trunk Profile 2 is used on the SV9100. If Profile 1 is used change the signalling port from
5062 to 5060.

1. Configure a Proxy Set for the SV9100. Ensure that OPTIONS method is selected for the Proxy Keep-
Alive method and that the LAN SIP Interface is used. Using the Proxy Address child table (link at
bottom of the page) configure the IP:Port of the SV9100.

nee. NEC EX9000 - o X
NEC SETUP MONITOR TROUBLESHOOT
UNIVERGE BX9000 SIGNALING & MEDIA
® SRD | A =
. +New | Edit o Page of 1 Show [10 ¥ | records per page o)
£} TOPOLOGY VIEW --
4 COREENTITIES INDEX * NAME SRD SBC P4 SIP INTERFACE :’fc,"" HEE-ALIVETIVE REDUNDANCY MODE PROXY HOT SWAP
SRDs (1) 0 ProgSec0 LAN SIP Interface 50 Disable
SIP Interfaces @) 1 59100 LAl S isrfece 60 Disable |
Media Realms (2) WS Teams Detauns! WAN SIP Interface 50 Disable
IP Groups (3)
CODERS & PROFILES
#1[SV9100] 1 DefaultSRD
45BC
Classification (1)
4 Routing GENERAL REDUNDANCY
Routing Policies (1) Name - 53100 Redundancy Mode:
IP-to-IP Routing () SBC IPv4 SIP Interface * LANSIP Interface View I Proxy Hat Swap Disable
Alternative Reasons Set (0)
LS Context Name - View Proxy Load Balancing M... Disable
Min. Active Servers for L... 1
KEEP ALIVE
Call Admission Control Profile (0) I Prosy Keep-live « Using OPTIONS I ADVANCED
WMalicious Signature (12 Proxy Keep-Alive Time [s. 60 Classffication Input 1P Address anly
External Media Source (0)
Keep-Alive Failure Respo... DNS Resolve Method
SIP DEFINITIONS Success Detection Retries 1
10
MESSAGE MANIPULATION PROXY ADDRESS TYPE
192.168.86.160:5062 upe
MEDIA
INTRUSION DETECTION
@ Proxy Sets [#7] = Proxy Address (1)
Edit o Page|1 of 1 Show | 10 ¥ | records per page ~
INDEX + PROXY ADDRESS TRAMNSPORT TYPE
] 192.168.88.160:5062 upp
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2. Configure a Proxy Set for MS Teams. Ensure that OPTIONS method is selected for the Proxy Keep-
Alive method and that the WAN SIP Interface is used. Using the Proxy Address child table (link at
bottom of the page) configure the FQDN addresses for MS Cloud PBX.

nee. NEC BX9000 - O X
0
NEC TROUBLESHOOT Actions + Ly Admin-
UNIVERGE BX9000 SIGNALING & MEDIA O Entity, parameter, value
+New | Edic [ Page[i  |of1 Snow [10 ¥ | recoras per page [s)
£} TOPOLOGY VIEW --
4 CORE ENTITIES INDEX 4 NAME B SBCIPV4 SIP INTERFACE ff;c’]’v KEEP-ALVETIME  pepunpancy MODE PROXY HOT SWAP
SRDs (1) 0 ProxySet_0 DefaultSRD (#0) LAN SIP Interface 60 Disable
SIP Interfaces @ . Suolon Dacauicon o D e o " Disaie
Media Realms (2) I 2 MS Teams DefaultSRD (#0) WAN SIP Interface 60 Enable I
Proxy Sets @)
1P Groups (3)
CODERS & PROFILES
#2[MS Teams] 1 DefaultSRD
45BC
Classification (1)
4 Routing GENERAL REDUNDANCY
oz Rolues il Name * WS Teams Redundancy Mode
1P-to-IP Routing (5
25 I SBC IPv4 SIP Interface ® WAN SIP Interface View I Proxy Hot Swap * Enable
Alternative Reasons Set (0)
TLS Context Name View Proxy Load Balancing M... * Random Weights
P Group Set(0)
y Min. Active Servers for L... 1
Manipulation
SBC Geners! sertings KEEP ALVE
Call Admission Control Profile (0) I Proxy Keep-Alive « Using OPTIONS I ADVANCED
M us Si re (12]
alicious Signature (12) Prosy Keep-Alive Time [s.. 60 Classification Input IP Address only
External Media Source (0)
Keep-Alive Failure Respo... DNS Resolve Method
SIP DEFINITIONS Success Detection Retries 1
Success Detection Interval 10
MESSAGE MANIPULATION PROXY ADDRESS TYPE
Fallure Detection Retrans.. sip.pstnhub.microsofi.c... s
MEDIA
sip2.pstnhub.microsoft... s
INTRUSION DETECTION sio3.osthub.microsoft... s
@ Proxy Sets [#2] > Proxy Address (3)
m Edit o Page|1 of 1 Show | 10 ¥ | records per page s}
INDEX + PROXY ADDRESS TRANSPORT TYPE
o sip.pstnhub_microsoft.com:S061 TLS
1 sip2.pstnhub.microseft.com:5061 TLS
2 sip3.pstnhub.microseft.com:5061 TLS
Index | Proxy Address Transport Type Proxy Priority Proxy Random Weight

o

sip.pstnhub.microsoft.com:5061

TLS

[

sip2.pstnhub.microsoft.com:5061

TLS

sip3.pstnhub.microsoft.com:5061

TLS
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Configure Coder Groups

This section describes how to configure coders. Teams Direct Routing supports SILK NB and WB codecs as

well as G.711. To create the coder group navigate to SETUP > SIGNALING & MEDIA > CODERS & PROFILES >
Coder Group<£nable the codecs which you would like to use towards MS Teams. Transcoding is optional

and described later in this document.

Mee NEC BX2000 [m] x

NEC MONITOR TROUBLESHOOT Save Reset i;? Admin~

UNIVERGE BX9000 SIGNALING & MEDIA/ O Entity, parameter, vaiue
® SRD Al -

£} TOPOLOGY VIEW Coder Groups
CORE ENTITIES

Coder Group Name | 1: AudioCodersGroups_1 ¥ |  |Delete Group
4 CODERS & PROFILES

1P Profiles (2) Coder Name Packetization Time Rate —acadfioan ]  Silence Suppression Coder Specific
Coder Settings SILK-NB 20 v 3 103 NIA v

Allowed Audio Coders Groups (2) GT11Alaw 20
20

16

64
8

Disabled

Allowed Video Coders Groups (0) G729 18 Disabled

SBC

SIP DEFINITIONS

MESSAGE MANIPULATION

alafafafafalaf)a]n

alafafafafalafa)a]a

alafafafafalafa)a
alafafafafalafa)

MEDIA

INTRUSION DETECTION

Cancel APPLY
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Configure the IP Profile for Direct Routing to MS Teams
This section describes how to configure IP Profiles. An IP Profile is a set of parameters with user-defined

settings related to signalling (e.g., SIP message terminations such as REFER) and media (e.g., coder type). An
IP Profile needs to be assigned to the specific IP Group.

1. Open the IP Profiles table in SETUP > SIGNALING & MEDIA > CODERS & PROFILE&s=U4# Profil

the +Newbutton to add a new IP Profile.

\Orchestrati

ng a brighter world NEC

nec NEC BX3000

NEC

UNIVERGE BX9000

COREENTI

TROUBLESHOOT

SIGNALING & MEDIA

& ToroL I

GENERAL

SBC SIGNALING

4 CODERS &
IP Profiles (} Index PRACK Mode Transparent
Coder Settii .
I Name 1S Teams I P-Asserted-ldentity Header Mode Asls
Coder Grou
Allowed Aur Created by Routing Server Diversion Header Mode as
Allowed Vid History-Info Header Mode As
SBC MEDIA SECURITY Sessian Expires Mode Transparent
SIP DEFINIT I SBC Media Security Mode m—— - I SIP UPDATE Support Net Supported
R JE—— Dieable v Remote re-INVITE Supported only with SDP
Remote Delayed Offer Support Not Supported
MEDIA MKI Size 0 Y P: P
SBC Enforce MKl Size on . MSRP re-INVITE/UPDATE Supported
INTRUSION
SBC Media Security Method v MSRP Offer Setup Role ActPass
Reset SRTP Upon Re-key f— . MSRP Empty Message Format Default
Generace SRTF Keye Mode Only I Requirea . Remote Representation Mode According to Operation Mode
« SRTP Keys Mo s
cancel [aNd
SBC Enforce MKI Size Dort enforce =S
SBC Media Security Meth SDES RERE(E IDIELEDAIE
e - MSRP Offer Setup Role ActPass
Generate SRTP Keys Mode Only If Required RESGEREY Mot pefau
. Remote Reoresentation According 1o Operation Mads
Name ‘ MS Teams IP Profile (arbitrary descriptive name)

SBC Media Security Mode

Secured

SBC Early Media

Remote Early Media RTP Detection Mode

By Media (required, as Teams Direct Routing does not send RTP immediately to
remote side when it sends a SIP 18X response)

SBC Media

Extension Coders Group

AudioCodersGroups_1

RTCP Mode Generate Always (required, as some ITSPs do not send RTCP packets during Hold,
but Microsoft expects them)

ICE Mode Lite (required only when Media Bypass enabled on Teams)

SBC Signaling

Remote Update Support Not Supported

Remote re-INVITE Support Supported Only With SDP

Remote Delayed Offer Support Not Supported

SBC Forward and Transfer

Remote Refer Mode

Handle Locally

Remote Replaces Mode

Handle Locally

Remote 3XX Mode

Handle Locally

SBC Hold

Remote Hold Format

Inactive (some SIP Trunk may answer with a=inactive and IP=0.0.0.0 in response
to the Re-Invite with Hold request from Teams. Microsoft Media Stack doesn’t
support this format. So, SBC will replace 0.0.0.0 with its IP address)

All other parameters can be left unchanged at their default values.
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Configure the IP Profile for the SV9100
1. Open the IP Profiles table in SETUP > SIGNALING & MEDIA > CODERS & PROFILES >UK# Profiles.
the +Newbutton to add a new IP Profile.

nee NEC BXS000 - [m] X
TROUBLESHOOT Save Rese QP Admin~
UNIVERGE BX9000 'SIGNALING & MEDIA Q Entity, parameter, value
£ TOPOL P Profiles [SV9100 IP Profile]
CORE ENTI
2
4 CODERS & GENERAL SBC SIGNALING
noex PRACK Mode Transparent v
Coder Setti I,\we o [ 58100 P Profile I I Prhsserted-ldenciy Header Made o | Add M I
Coder Grou
Allowed Aut Created by Routing Server o Diversion Header Mode Asls v
Allowed Vid History-Info Header Mode Asls v
sBC MEDIA SECURITY Session Expires Mode Transparent v
SIP DEFINIT I SBC Media Security Mode « [Nt securea . I SIP UPDATE Support Supported v m N
MESSAGE I Symmetric MKI Disable v Remote re-INVITE Supperted v
e MKI Size o Remote Delayed Offer Support supported v
SBC Enforce MKI Size Dot enforce v MSRP re-INVITEAUPDATE Supported M
INTRUSION
SBC Media Security Meshod SDES v MSRP Offer Selug Role ActPass M
Reset SRTP Upon Re-key Disable . MSRP Empty Message Format Default v
Generate SRTP Keys Mode Only if Required . Remote Representation Mode According to Operation Mods v
Conce
SBC Enforce MKI Size Don't enforce Remote Delayed Offer S._ Supported
SBC Media Security Meth sDES RERECRIEAEDATE Supported
Reset SRTP Upon Re-key Disable MSRP Offer Setup Role ActPass
Generats SRTP Keys Mode Only If Required RERAET A MesaesE ek
Remote Representation . Accerding to Operation Mode
Name Parameter
General
Name ‘ SV9100 IP Profile (arbitrary descriptive name)
Media Security
SBC Media Security Mode ‘ Not Secured
SBC Signaling
P-Asserted-ldentity Mode \ Add (required for anonymous calls)
SBC Forward and Transfer
Remote Refer Mode Handle Locally
Remote Replaces Mode Handle Locally
Remote 3XX Mode Handle Locally
All other parameters can be left unchanged at their default values.
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Configure IP Groups
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This section describes how to configure IP Groups. The IP Group represents an IP entity on the network with
which the SBC communicates. This can be a server (e.g., IP-PBX or SIP Trunk) or it can be a group of users.
For servers, the IP Group is typically used to define the server's IP address by associating it with a Proxy Set.
Once IP Groups are configured, they are used to configure IP-to-IP routing rules for denoting source and

destination of the call.

1.

Configure an IP Group for the SV9100. Navigate to SETUP > SIGNALING & MEDIA > CORE ENTITIES >

IP Groupso create the group. For the SV9100 the IP Group will support a REGISTER from the

SV9100.

nec NEC BX3000

NEC

UNIVERGE BX9000

TROUBLESHOOT

SIGNALING & MEDIA

SRD

#0 [DefaultsRD] h

QUALITY OF EXPERIENCE

#1[Sva100]

#1[5V9100 IP Profile]

QoE Profile

Bandwidth Profile

MESSAGE MANIPULATION

M /- Groups [sva100]
2 TOPOL
4 COREENTI
SRDs (1)
SIP Interfac
Media Realt GENERAL
Proxy Sets {
Ines
4 CODERS & Name
IP Profiles (: Topology Location
Coder Setti
Coder Grou Tvpe
Allowed Aul Proxy Set
Allowed Vid
1P Profile
sec
Media Realm
SIP DEFINIT

Internal Media Realm

4 MESSAGE M
Contact User

v | View

Inbound Message Manipulation Set 1
v | View

Outbound Message Manipulation Set 1
¥ | View Message Manipulation User-Defined String 1
v | View Message Manipulation User-Defined String 2

Proxy Keep-Alive using IP Group settings

Message M.
SIP Group Name
Message Cc

| sv3100.necdemo.couk

Message Pc

Pre-Parsing mampurauur sets oy

MEDIA

INTRUSION DETECTION

Media Realm
Internal Media Realm
Contact User

SIP Group Name

Created By Routing Server

Cancel [EGENG

Outbound Message Man.
en Message Mampulation
Message Maripulation ...
* 58100.necdemo.couk

Proxy Keep-Alive using 1 Disable

OUTBOUND
MESSAGE
MANIPULATION,

v  View
-1

~ | View

”

View

View

Name Parameter

General

Name SV9100 (arbitrary descriptive name)
Topology Location Down

Type Server

Proxy Set SV9100

IP Profile SV9100 IP Profile

SIP Group Name

sv9100.necdemo.co.uk (change as per customer requirements)

SBC General

Classify By Proxy Set

Enabled

SBC Registration and Authentication

Authentication Mode

SBC as Server

Authentication Method List

REGISTER

Username

SV9100 (will be set in the SV9100)

Password

Choose a complex password (will be set in the SV9100)

All other parameters can be left unchanged at their default values.
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2. Configure an IP Group for MS Teams. No registration is required with the MS Cloud PBX.

nee NEC BX9000 - (] X
NEC MONITOR TROUBLESHOOT Lf' Admin~
UNIVERGE BX9000 'SIGNALING & MEDIA O Entity, parameter, value

& ToPoLl P [MS Teams]
4 COREENTI -
SRD #0 [DefaultSRD] v 2
SRDs (1)
SIP Interfac OUTBOUND
MESSAGE
Media Reall GENERAL QUALITY OF EXPERIENCE MANIEULATION
Proxy Sets | fET
ndex 2 QoEPrefile v | View
CODERS & Name »| M5 Teams 1 Brofile i v | View -1
4 SBC Topology Location »|Up v
Classificati¢ Type Server M MESSAGE MANIPULATION
4 Routing - ~ < | view -
Routing Fromyset | #2M5Teams] v Inbound Message Manipulation Set - m
IP-to-IP 1 profle 2l Teeme PP T | View Outbound Message Manipulation Set 4
Alternat
1P Grou Media Realm - v | View Message Manipulation User-Defined String 1
Manipula nternal Media Realm - v | view Message Manipulation User-Defined String 2 View
ifci:aj Contact User I Proxy Keep-Alive using IP Group settings  # | Enable v I Lol
Malicious 5| SIP Group Name
External M¢ Cancel
SIBDERN ey [ Media Realm - View Outbound Message Ma.
MESSAGE MANIPULATION (= == - R Message Manipulation
— Contact User Message Manipulation ...
SEG O N Proxy Keep-Alive using | * Enable
INTRIISINN DETECTION Created By Routing Server No
Name Parameter
General
Name MS Teams (arbitrary descriptive name)
Topology Location Up
Type Server
Proxy Set MS Teams
IP Profile MS Teams IP Profile
SBC General
Classify By Proxy Set Disabled
Advanced
Local Host Name sbc.necdemo.co.uk (change to customer requirements)
Always Use Src Address Enabled
Message Manipulation
Proxy Keep-Alive using IP Group settings \ Enable
All other parameters can be left unchanged at their default values.
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Enable SRTP Security Transcoding

MS Teams requires the use of SRTP only. The SV9100 IP Profile has RTP enabled, so it is necessary for the

SBC to encrypt the RTP Payload. To enable this option ensure that SETUP > SIGNALING & MEDIA > MEDIA >
Media Security > Media Securigyet to Enable.

nec NEC EX3000 — [m] X

NEC MONITOR TROUBLESHOOT Save Rese Lf Admin~

UNIVERGE BX9000 SIGNALING & MEDIA O Entity, parameter, value

® SRD | A =

G} TOPOLOGY VIEW Media Security
CORE ENTITIES
GENERAL AUTHENTICATION & ENCRYPTION
CODERS & PROFILES
Media SECU?’IW « Enable A Authentication on Transmitted RTP Packets Active v
SBC
Media Security Behavior Preferable v Encryption on Transmitted RTP Packets Active M
SIP DEFINITIONS
Offered SRTP Cipher Suites A v Encryption on Transmitted RTCP Packets Active M
MESSAGE MANIPULATION ARIA Protocol Support Disable v SRTP Tunneling Authentication for RTP Disable v
4 MEDIA SRTP Tunneling Authentication for RTCP Disable M
RTP/RTCP Settings
Volce Settings Master Key Identifier (MKI) Size 0
FRVModemAID Settings Symmetric MKI Disable v
Media Settings

DsP Sertings

Quality of Experlence

INTRUSION DETECTION

Cancel APPLY

Security transcoding does not change the codec used, but encrypts the RTP payload using the keys
exchanged in the Offer/Answer exchange.
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Configure Classification conditions
Classification is used to classify incoming SIP dialog-initiating requests with a ‘source’ IP Group. This source IP
Group is then used to route calls between different SIP entities.

The classification rules are more secure when Message Conditions are included. To create the necessary
Classification Rules for MS Teams communication;

1. Navigate to SETUP > SIGNALING & MEDIA > MESSAGE MANIPULATION > MessageA@aénditions
new Message Condition with the following condition.

Hee NEC EX9000 - [m] X

MO OR TROUBLESHOOT Save Reset L_? Admin~

UNIVERGE BX9000 SIGNALING & MEDIA L Entity, parameter, value

sge Conditions [MS Teams-Contact]

{2 TOPOLOGY VIEW

CORE ENTITIES
[e]

‘GENERAL

CODERS & PROFILES
CONDITION

- Index eader.contact.url.host contains ‘pstnhub.microsoft.com’

Name | MS Teams-Contact
SIP DEFINITIONS

Condition | header contacturl.host contains pstnhub.micresoft.com’ Editor

4 MESSAGE MANIPULATION

Message Manipulations (0)

Message Conditions (1) .
Message Polces

Pre-Parsing Manipulation Sets (0)

MEDIA

INTRUSION DETECTION

[T APPLY

Parameter Value

Name MS Teams-Contact (arbitrary descriptive name)

Condition header.contact.url.host contains 'pstnhub.microsoft.com’
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2. Navigate to SETUP > SIGNALING & MEDIA > SBC > Class#idatiarew Classification rule for MS
Teams with the following conditions to allow known traffic to pass SBC security.

INECHET .
UNIVERGE BX9000 SIGNALING & MEDIA- £ Entity, parameter, value
®

£} TOPOLOGY VIEW Classification

Parameter Value

Name MS Teams (arbitrary descriptive name)

Source SIP Interface | WAN SIP Interface

Source IP Address 52.*% * *

Destination Host sbc.necdemo.co.uk (setting as per customer SBC FQDN)

Message Condition MS Team-Contact

Action Type Allow

Source IP Group MS Teams
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Configure IP-to-IP Routing Rules

This section describes how to configure the necessary IP-to-IP Routing rules for communication between the
SV9100 PBX and MS Teams Cloud PBX. These rules may vary depending on other functions of the SBC. As a
minimum the rules below should be added or configured.

nec NEC EX3000 — [m] X
NEC MONITOR TROUBLESHOOT Save Reset Lf Admin~
UNIVERGE BX9000 SIGNALING & MEDIA O Entity, parameter, value
® SRD | A v

(} TOPOLOGY VIEW IP-to-IP Routing (%)
CORE ENTITIES
m@ s | @ Pege[l  |of1 Snow [10 v | records per page O
CODERS & PROFILES ALTERNATIVE SOURCE DESTINATION
P INDEX + NAME sg‘L‘\Z‘Y\‘G i"D;lT'J-L éDn;IjCPEIP REQUEST TYPE GSERN_AME USERNAME $$ST‘NAT‘ON ‘[;EELIONSZION E\ES\T\:?:;F‘S?E ’EESDT;:‘;;‘DN
Classification (1) 0 Terminate OPTI Default_SBCRou Route Row | Any | OPTIONS - - Dest Address | - | - internal
4 Routing 1 Route Row V9100 REGISTER = = All Users
Routing Policies (1) 2 S Fi Route Row Any All - - Request URI MS Teams
_ 3 Ms S > Route Row MS Teams All - - IP Group SVa100
_ G (2] =G 4 5V9100 > M5 Te. Route Row SVa100 All - - IP Group MS Teams
lternative Reasons Set (0)
h:m(:;zj:(m #0[Terminate OPTIONS] v
SBC Gel Trings
Call Admiss| Control Profile (0) GENERAL ACTION
Malicious Signature . . . N = -~
External Media Source (0) Name * Terminate OPTIONS Destination Type * DestAddress
Alternative Route Options Route Row Destination IP Group - View
SIP DEFINITIONS
Destination SIP Interface - View
MESSAGE MANIPULATION MATCH Destination Address * internal
MEDIA Source IP Group » Any View Destinatien Port
e 0 EITEE Destination Transport T.
INTRUSION DETECTION Source Username Pattern * IF Group Set - View
Source Host Call Setup Rules Set ID
Source Tag Group Policy Sequentia
Destination Username P. SRy B en
P S Routing Tag Name default
Index | Name Source IP| Request Type | Call ReRoute | Dest Dest IP | Dest Function of this rule?
Group Trigger | IP Group | Type Group Address
0 Terminate | Any OPTIONS Any Any Dest - internal | This rule terminates
OPTIONS Address received OPTIONS
messages for received
Keep-Alive messages
1 SV9100 SV9100 REGISTER Any Any All - - This rule allows the
REGISTER Users SBC to respond to
REGISTER messages
from the SV9100 and
authenticate based on
the credentials in the
IP Group settings
2 MS Teams | Any All REFER | MS Request | MS - This rule is used to
REFER Teams URI Teams allow MS Teams to
transfer calls correctly
3 MS Teams | MS All Any Any IP SV9100 - This rule routes calls
>SV9100 | Teams Group from MS Teams to the
SV9100 Tie Trunk
4 SV9100> | SV9100 All Any Any IP MS - This rule routes calls
MS Teams Group Teams from the SV9100 Tie
Trunk to the MS Teams
Cloud PBX

Please review the necessary dial plan routing between MS Teams and the SV9100. Default routing rules are
based on wildcard (*) entries, but these should be restricted to the customer dial plan.
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MS Teams Configuration

Connect the SBC to Microsoft Direct Routing

NEC does not provide support for configuration of MS Teams components and the information provided in
this section is for guidance only. Care should be taken to revitbe latest documentation and verify that

the detailed commands are correct and appropriate for the MS Teams tenant.

For full documentation of Microsoft Direct Routing review the documentation here;

https://docs.microsoft.com/en-us/microsoftteams/direct-routing-landing-page

Much of the required setup is carried out using Microsoft PowerShell.
Download and install the Skype for Business Online Windows PowerShell Module from here;

https://www.microsoft.com/en-us/download/details.aspx?id=39366

Depending on your MS Teams configuration you will need to follow one of the methods below to connect to
the MS Teams Tenant PowerShell session.

1. Connect to MS Teams using an administrator account name and password

Import - Module SkypeOnlineConnector

$userCredential = Get- Credential

$sfbSession = New CsOnlineSession - Credential  $userCredential
Import - PSSession $sfbSession

This method is used when the administrator account has multi-factor authentication disabled

2. Connect to MS Teams using an administrator account with multi-factor authentication enabled.

Import - Module SkypeOnlineConnector
$sfhSession =  New CsOnlineSession
Import - PSSession $sfbSession

This method is used when MFA is enabled, you will need to verify your credentials by email or SMS service.

Create the SBC gateway
Validate the commands used to create the SBC gateway using this command;

Get- CommandonlinePSTNGateway*

These commands are used to manage the link to the customer on premise SBC.

CommandType Name Version Source

Function Get - CsOnlinePSTNGateway 1.0 tmp_v5fiulno.wxt

Function New - CsOnlinePSTNGateway 1.0 tmp_v5fiulno.wxt

Function Remove - CsOnlinePSTNGateway 1.0 tmp_v5fiulno.wxt

Function Set - CsOnlinePSTNGateway 1.0 tmp_v5fiulno.wxt
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Use the following command to connect the SBC to the tenant;

New CsOnlinePSTNGateway - Identity ~ sbc.necdemo.co.uk - Enabled $true - SipSignalingPort
5061 - MaxConcurrentSessions 10

This command will create a SIP link to sbc.necdemo.co.uk:5061 and support a maximum of 10 concurrent
calls.

You can verify the gateway is enabled using the following command,;
Get- CsOnlinePSTNGateway - Identity ~ sbc.necdemo.co.uk

Verify the link in the SBC Status pages
To verify the online status of the MS Teams connector, navigate to MONITOR > VOIP STATUS > Proxy Sets
Status

nec NEC BX3000 — a X

NEC SETUP MONITOR TROUBLESHOOT Save Rese f;? Admin~

UNIVERGE BX9000 MONITOR £ Entity, parameter, value

® SRD A =

£+ MONITOR Proxy Sets Status
This page refreshes every 60 seconds
SUMMARY
PROXY SET SUCCESS  FAILURE
CEREORMANCE MONTORING o NAME MODE KEEP ALIVE ADDRESS PRIORITY  WEIGHT COUNT count | STATUS
. . NOT
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1 5va100 Parking Enabled ONLINE

SBC Registered Users

TR : - h
Broxy SetSlans) 2 MS Teams Load Balancing Enabled

Registration Status

ONLINE
sip_pstnhub microsoft.com(52.114.75.24:5061)(*) - - 279 1 OMLINE

sip2 pstnhub.microsoft com(52.114.132.46:5061)
"

SBC CDR History
279 0 ONLINE
NETWORK STATUS
sip3.pstnhub.microsoft com(52.114.7.24:5061)(*) - - 278 0 OMLINE

You can also see the status of the IP Group in SETUP > SIGNALING & MEDIA > TOPOLOGY VIEW

iAY TOPOLOGY VIEW
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Enable the users for Enterprise Voice and assign on premise PSTN number
To enable the MS Teams user for voice, ensure that they have a license assigned which includes Teams (i.e.
E1, E3, E5) plus the Microsoft Phone System license.

** Please be aware this license can take several hours to allocate — during testing it took more than 6 hours
between allocating in the administration centre and activation.

Using PowerShell issue the following command,;

Set- CsUser -ldentity  "<User name>" - EnterpriseVoiceEnabled $true - HostedVoiceMail — S$true
- OnPremLineURI tel:<E.164  phone number>

For example;

Set- CsUser -ldentity  "dave.smith@necdemo.co.uk® -OnPremLineURI tel:+ 441159695700 -
EnterpriseVoiceEnabled $true - HostedVoiceMail $true

This must be the full E.164 formatted number. For more information see https://www.itu.int/rec/T-REC-
E.164-201011-l/en

Configure Voice Routing
Create the PSTN Usage

In this example only a single usage is created. For more complex plans see Microsoft documentation. Using
PowerShell create a PSTN Usage called ‘NEC’ using this command,;

Set- CsOnlinePstnUsage -Identity  Global -Usage @{Add=NEC"}
Verify this is created using this command;

(Get - CsOnlinePstnUsage ) .usage

Create an Online Voice Route

The Online Voice Route is a regex pattern which matches a dialled number to the PSTNGateway and PSTN
Usage. In this example there is a single Online Voice Route called ‘NEC SBC’ which matches all dialled digits
(.*), is linked to the PSTN Gateway ‘sbc.necdemo.co.uk’ and PSTN Usage called ‘NEC'.

New CsOnlineVoiceRoute -Identity  "NEC SBC - NumberPattern ".* "
OnlinePstnGatewayList ~ shc. necdemo.co.uk - Priority 1 - OnlinePstnUsages "NEC

You can verify this using the command;
Get- CsOnlineVoiceRoute

Identity : NEC SBC
Priority I |
Description
NumberPattern

: {NEC}
i isbc.necdemo.co.uk}
: MEC SBC
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Create a new Voice Routing Policy
The Voice Routing Policy is used to link a user to the Online Voice Route. Again in this example there is a
single Policy called ‘NEC SBC’ and links to PSTN Usage ‘NEC’ using this command;

New CsOnlineVoiceRoutingPolicy "NEC SBC - OnlinePstnUsages "NEC

You will see confirmation of the new routing policy as below;

| dentity : Tag:NEC SBC

OnlinePstnUsages : { NEG

Description

RouteType : BYOT ( Bring Your Own Trunk )

The final step is to assign this policy to our users. This can be done with this command;

Grant - CsOnlineVoiceRoutingPolicy -ldentity " dave.smith@necdemo.co.uk " - PolicyName
"NEC SBC

And this can be verified with the following command,;

Get- CsOnlineUser "dave.smith@necdemo.co.uk | select OnlineVoiceRoutingPolicy

PS5 Ciilsersiapag | select OnlineVoiceRoutingPolicyg

OnlineVoiceRoutingPolicy
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SV9100 Configuration

IP Trunk Setup

Using the PCPro application complete the following steps to setup a Tie-line trunk to the BX Series SBC. This
example is based on using SIP Trunking Profile 2, and assuming the customer may already have IP Trunks
directly connected using IP Profile 1. If you want to use IP Profile 1 you will need to adjust the settings in this
section.

1. Create SIP Trunks for the interconnection. In Advanced Items + VolMNetworking + SIP Trunks + SIP
Trunks Assignmenssign the trunks. Ensure that you have the correct number of IP Trunk licenses
installed before completing this step.
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2. Assign the SIP trunks to IP Profile 2.
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3. Modify the SIP Customisation Options for Profile 2 in Advanced Items + VoIP + Networking + SIP
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5. Configure the SIP Server connection to the SBC. Replace the IP address with the LAN IP address of
the BX SBC in Advanced Items + VoIP + Networking + SIP Trunks + SIP-Tamier Mode (IP
Address) + SIP Carrier Mode (IP Addre3siver Setuftnsure that Register Mode is set to Manual.
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6. Configure the SIP Registration account defined in the SV9100 IP Group on the SBC. Add your
credentials in Advanced Items + VoIP + Networking + SIP Trunks + SIP-Tamier Mode (IP
Address) + SIP Carrier Mode (IP Addrdasinary Authentication leimation
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7. Setyour CPN to display the number sent towards MS Teams. For example this could be the
extension number, or it may include branch office access codes (for redial). This item must be set!
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8. Configure DTMF support for the SIP tie-line in Advanced Items + VoIP + Networking + SIP Trunks + SIP
Trunks General Settings + SIP Trunks DTMF Settings.
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B SIP Trunks
- SIP Trurks Assignment
[ SIP Tunks Data Setup
[l SIP Trunks General Settings
-0 SIP Trunks Basic Settings
[ SIP Trunks CODEC Settings
[ SIP Trunks DTMIF Settings
[ SIP Trunks FolP Settings
[ SIP Trunks Incoming Line Type
[ SIP Trunk Call Divert
[ SIP Trunks E.164 Number Form:
[ SIP Trunks TLS Settings
~-[ SIP Trunks Message Custorizat
] SIP Trunks - Networking Mode:
[ SIP Networking - System ID Set.
< >

Epand Al | | Collapse Al

[ZB120§ ¢ System Data

Done User: tech (IN)
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9. Set your Incoming Trunks to Tie Line mode in Advanced Items + Tie Lines + Tie Lines + Tie Line Trunk
Port SettingWhen this item is set then incoming calls are referenced against the System Numbering
Plan.

Easy edit | MS Tearns SV9100 Configuration File [SV§100 CP20 EMEA V10.5] - PCPro - o X

eports Filter options Tools rid style Actions Q
0 = 3 < Used 4 + G 1401 -
j ? li #ihpe § N G 202 -
ult | Group Column Filter Expand Contract s Save Default Installed Page =
1l chooser  bar all all stat equipment | help
Advanced view Grouping Companion columns Page view Easy edit page help
EasyEdit nx ~
Tunk Trunk Name | Mode 1 Mode 2 Mode 3 Mode 4 Mode 5 Mode § Mode 7 Mode 8
Search
Q
[3 SIP3 Nomnal Nomnal Nomal Nomal Normal Nomnal Nomnal Nomal
068 SIP4 Nomnal Nomnal Nomal Nemal Normal Nomnal Nomnal Nomal
063 SIP5 Nomnal Nomnal Normal Normal Normal Nomnal Nomnal Normal
] siPE Nomnal Nomnal Nomal Nomal Normal Nomnal Nomnal Nomal
7] SIP7 Nomal Nomal Nemal Nomal Nomal Nomal Nomal Nemal
072 SIP8 Nomnal Nomnal Nemal Nermal Normal Nomnal Nomnal Nemal
Ferrmier] [i7a] HaA Tie Ine Tie Ine Tieine Tie Ine: TieIne Tie Ine Tie Ine Tieine
O 074 SIPP22 Tie lne: Tie lne Te line Tie e Tielne Tie lne Tie lne Te line
075 SIPF23 Tie e Tie e T line: Tie ne Tieline Tie e Tie e T line:
Operaters ~ 076 SIPP24 Tie e Tieline Tieine Tie lne Tieline Tieline Tie line Tie line
Tunks o7 SIPP25 Tie lne: Tie lne Te line Tie e Tielne Tie lne Tie lne Tie lne:
IRG 078 SIPP26 Tie line Tie line Tie line Tie line: Tieline Tie line Tie line Tie line
DIL (i} SIPP27 Tie line Tie line Tie line Tie line Tieline Tie line Tie line Tie line
ool 080 SIPP28 Tie lne Tie lne Tie lne: Tie lne Telne Tie lne Tie lne Tie lne:
Flexible Ringing by Caler ID .
:i"‘“:c L; " 082 Line 082 Nomnal Nomnal Normal Normal Normal Nomnal Nomnal Normal
o Aftenda
Chwe Mewages [i:4] Line 083 Nomnal Nomnal Normal Normal Normal Nomnal Nomnal Normal
Vo 084 Line 084 Nomnal Nomnal Nomal Nomal Normal Nomnal Nomnal Nomal
Night Sorice 085 Line 085 Nomnal Nomnal Nomal Nemal Normal Nomnal Nomnal Nomal
Eco Mode 086 Line 086 Nomnal Nomnal Normal Normal Normal Nomnal Nomnal Normal
ARS Adtomatic Route Selection 087 Line 087 Nomnal Nomnal Nomal Nomal Normal Nomnal Nomnal Nomal
LCR 088 Line 088 Nomnal Nomnal Nomal Nemal Normal Nomnal Nomnal Nomal
FRoute 089 Line 089 Nomnal Nomnal Normal Normal Normal Nomnal Nomnal Normal
Addiional Devices 090 Line 090 Nomnal Nomnal Nomal Nomal Normal Nomnal Nomnal Nomal
B Advanced kems 091 Line 091 Nomnal Nomnal Nomal Nemal Normal Nomnal Nomnal Nomal
ACD Automatic Call Distibtion 092 Line 052 Nomnal Nomnal Normal Normal Normal Nomnal Nomnal Normal
Bl Tie Lines 033 Line 033 Nomnal Nomnal Normal Normal Normal Nomnal Nomnal Normal
[ Te Lines 034 Line 034 Nomnal Nomnal Nomal Nomal Normal Nomnal Nomnal Nomal
=0 Tie Line 2or 4 wire 035 Line 035 Nomal Nomal Nomal Nomal Nomal Nomal Nomal Nomal
E3 Tie Line Trunk Port Setting 036 Line 036 Nomnal Nomnal Normal Normal Normal Nomnal Nomnal Normal
E] Te Line Basie Setup 037 Line 037 Normal Normal Nomal Nomal Homl Normal Normal Nomal
~0] Tieline Tmers 038 Line 038 Nomal Nomal Nomal Nomal Nomal Nomal Nomal Nomal
[ Tie Line Digt Translation
i3] Line 035 Nomnal Nomnal Normal Normal Normal Nomnal Nomnal Normal
Tie Line Trunk to Tunk Routing
100 Line 100 Nomnal Nomnal Nomal Nomal Normal Nomnal Nomnal Nomal
Tie Line Class of Service !
o Line Toll Restition . 101 Line 101 Nomnal Nomnal Nomal Nemal Normal Nomnal Nomnal Nomal
102 Line 102 Nomnal Nomnal Normal Normal Normal Nomnal Nomnal Normal
Ewand Al | | Collapse Al 103 Line 103 Nomnal Nomnal Normal Normal Normal Nomnal Nomnal Normal
104 Line 104 Nomnal Nomnal Nomal Nomal Normal Nomnal Nomnal Nomal
System Data 105 Line 105 Nomal Nomal Nomal Nomal Normal Nomnal Nomnal Nomal w

User: tech (IN) Site: s |File ver:
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Configure Number Manipulation Rules
For calls from SV9100 to MS Teams
When placing a call to MS Teams it is necessary to use E.164 numbering scheme. The default behaviour of
the SV9100 is to send the number as dialled. The easiest place to modify this is in the SBC.

\\Orchestrating a brighter world NE‘

The example below removes the leading 0 digit and replaces it with +44 (replace with local country code),
and if 00 is dialled then this is replaced with +.

®

O Enviy, parameter, value

Proxy Sets (3)

1P Groups (5]

CODERS & PROFILES

4 58C

Classification (3)
4 Routing

Outbound Manipulations (5

EOESIED:: ©

MESSAGE MANIPULATION

MEDIA

INTRUSION DETECTION

SIP RECORDING

ACTION

Manipuiated item

Remove From Left

Prafixto Add

Suffix w0 Add

Index | Name Source | Dest. IP Dest. Manipulated | Remove | Prefix Function of this rule?
IP Group | Group Username | ltem from to Add
Pattern the Left
0 MS Any MS Teams 0[1-9] Destination 1 +44 This rule will remove one digit
Teams URI from the front of the number
E.164 #1 when a national number is
dialled.
1 MS Any MS Teams 00 Destination 2 + This rule removes the
Teams URI international prefix and
E.164 #2 replaces with +

For Calls from MS Teams to SV9100

For calls towards the SV9100 we need to also modify the number format. In this case we need to modify
both the Source and Destination URI.

Again, this example is based on country code 44 and a station numbering plan of 2XX on the SV9100.

You may need to modify these rules to suit your numbering plan.
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UNVERGE 49000 0 Entiy, parameter, value
® sD | A .
£} TOPOLOGY VIEW Outbound Manipulations (5

4 CORE ENTITIES
"
SIP Interfaces (2) R » UTING DOITIONAL  SOURCEIP

MANIPULATED ~ REMOVEFROM  REMOVEFROM  LEAVE FROM R [RE—
e = et e PREFITOADD  SUFFILTO ADD

Media Reaims (2

Proxy Sets (3)

:':ss":mm:l #2[MS Teams > 59100 Tie Line TRUNK ACCESS] [ e [
T —
Index | Name Source | Dest. IP | Source Dest. Manipulated | Remove @ Prefix | Function of this
IP Group Username | Username | ltem from to rule?
Group Pattern Pattern the Left = Add
2 MS Teams | MS svoio0 | * +A4XXXXXXX | Destination 3 90 *Optional*
>SV9100 Teams URI This rule is used
Tie Line when PSTN
TRUNK breakout through
ACCESS the SV9100 is
required. It will add
the trunk access
code 9 and also
normalise the PSTN
dialled number.**
3 MS Teams | MS SVv9100 * +442XX Destination 3 This rule will
>SV9100 Teams URI remove the +44 in
Tie Line front of the dialled
DEST PBX number
4 MS Teams | MS Sv9100 | + * Source URI 3 0 This rule
>SV9100 Teams normalises the
Tie Line received number
SOURCE from E.164 to
national format

** Additional settings are required for PSTN breakout. See section later in this document.
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Test the SIP trunk between MS Teams and SV9100
Dialling from the SV9100 to MS Teams

To test the SIP trunk connection between MS Teams and SV9100 select the IP trunk. You can use the default
service code 805 (check codes for your region) followed by the trunk number.

For example, 805 073 will select IP Trunk #73. Dial the PSTN number of the MS Teams user.

Here we can see a request from the SV9100 @ 192.168.88.160 towards the SBC;

Device

[# < SID

] 21916f:
110:4342
52.114.75.24
q

Type Time From To

INVITE

Term F

16:14:45 |01221@192.168.88.5 | 01159695700@192... | NORMAL ¢

152.168.88.160

16:14:45

INVITE (SDP)

A

188 Trying

o
|

16:14:46

A

180 Ringing

INVITE (SDP)

| ol

Export 'l [V Show calls only

<< Prev | Find | Mext = | Calls: 1 Other: 2

Message | CDR I
16:14:45.792

- Incoming SIP Message from 192.168.88.160:3862 to SIPInte

108 Trying

A 4

INVITE sip:011596595700@192.168.88.5 SIP:’2.%
= il i i i G imi ity 83246313536410093EA2F

A A

180 Ringing

180 Ringing

120 Ringing

To: <=sip:01159695700@192.168.88.5:5060=
Contact: <sip:01221@192.168.88.160:5062>
Content-Type: application/sdp

Allow: INVITE,ACK,BYE,CANCEL,PRACK, UPDATE
Supported: 100rel,timer

Expires: 180

Call-ID: 021P2AAGFF8140000000144C@1592.168.88.160
rSen: 1 TNUTTF

Outbound Number Manipulation is then carried out on the outbound leg towards MS Cloud PBX.

192.168.88.160

16:14:45

INVITE (SDP)

Device

100 Trying

.
o

A

16:14:46

A

180 Ringing

52.114.75.24

[#] s
21016E
110:4342

Type Time From To

INVITE

Term F

16:14:45

01221@192.168.88.5 | 01159695700@192... | NORMAL ¢

<] | I" |

INVITE (SDP)

108 Trylng

[
»

A A

180 Ringing

180 Ringing

180 Ringing

<< Prev | Find | Mext == | Export 'l [v show calls only Calls: 1 Other: 2

Message | CDR. |
16:14:45,756

- Outqoing SIP Message to 52.114.75.24:5061 from SIPInte*]

INVITE sip:+441159655700@192.168.88.5 SIP/2.0

o " = ranch=z5hG4bKac 1496089089
Max-Forwards: 69

From: "§1221" <sip:01221@sv9100.necdemo.co.uk>;tag=1c2127110042

To: =sip:+441159655700@1592.168.88.5>

Call-ID: 148491636213220186163@sbc.necdemo.co.uk

CSeq: 1 INVITE

Contact: <sip:SV9100@sbc.necdemo.co.uk:5861; transport=tls>

Supported: 18@rel,timer,sdp-anat

Allow: INVITE,ACK,BYE,CANCEL,PRACK, UPDATE
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Dialling from MS Teams to SV9100
Use the MS Teams client to make a call to one of your SV9100 PBX Extensions.

Search for or type a command

Calls

Your number: 0115 969 5700

221 &
1 2 3
- 5 6
7 8 9
B0RS oy WXYZ
* 0 #
¥

\Orchestrating a brighter world NE‘

irte and aiva tham a rall

Here we can see the inbound request from MS Teams Cloud PBX;

16:21:11

16:21:13

152.168.88.160

# 5 SID Type Time From To Term F

i 219.1 i INVITE 16:21:11 | +441159695700@... | 221@sbc.necdem... | NORMAL_(
110:4403

| | 2

<< Prev | Find | Next »> Export '| I+ Show calls only Cals: 1 Other: 4

Message | cOR |

16:21:11.477 ---- Incoming SIP Message from 52.114.76.76:7176 to SIPInte*

INVITE sip:221@sbc.necdemo.co.uk:5061;user=phone;transport=tls SIP/2.8

INVITE (SDP)
>
by 100 Trying
INVITE (SDP)
-, 188 Trying
-
188 Ringing
180 Ringing
-+
CANCEL
>
200 0K
-
487 Request Terminated
-
CANCEL
200 0K

-+
_487 Request Terminated

T T
TO: =sip:221@sbc.necdemo.co.uk:5661;user=phone>
CSEQ: 1 INVITE

CALL-ID: b40bch75815a535cafbf6789a5efa7ss
MAX-FORWARDS: 70

And the number is normalised by the Outbound Number Manipulation Rules towards the SV9100

16:21:11

16:21:13

152.168.88.160

#® 5 SID Type Time From To Term F

3 ek INVITE 16:21:11 | +441159695700@... |221@sbc.necdem... | NORMAL_(
110:4403

] | o]

<< Prev | Find | Mext > Export ‘| [+ Shaw calls orly Cals: 1 Other: 4

Message I CDR. I

INVITE (SDP)
»
>
L 188 Trying
INVITE (SDP)
>
< 108 Trying
180 Ringing
» 180 Ringing
-
CANCEL o
200 OK
<
-
487 Request Terminated
CANCEL
>
200 0K

-

AA7 Remuect Terminated

16:21:11.482 ---- Qutgoing SIP Message to 192.168.88.160:5062 from SIPIn*

INVITE s1p:221@svEl00.necdemo.co.uk:;user=phone SIP/2.0

Via: SIP/2.0/UDP 152.168.88.5:5060;branch=z%hG4bKacl876586004
Max-Forwards: 69
From: "Dave Smith" dsip:01159695?00@51p.p3tlhub.microsoft.com:SOGl;user:p
To: <s5ip:221@svel & . .
Call-ID: 983336390132201862234@192.168.88.5
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Configure F-Route
F-Route allows quick dialling of MS Teams users from the SV9100 system. In this example the numbers
below are used;

MS Teams User PSTN Number +44 115 9695700
Number required to dial from SV9100 0115969570®n SIP Trunks Profile 2
F-Route number 5700

So this means that we can implement a rule in the SV9100 to modify dialled number 57xx into 011596957xx
and dial on SIP trunks towards the MS Teams Direct Routing connection.

1. Group the SIP Tie Line Trunks in Trunks + Trunk Group Routing + Trunk Gradg the created
trunks into an unused trunk group (3 is used here).

EIEFELE R Ak Easy eait | MS Teams 5¥9100 Configuration File [SV9100 CP20 EMEA V10.5] - PCPro - o X
File Home View Reports Filter options Tools Grid style Actions ' Q Ribbon search
3 = < Used R et 4 & @ 1201 R
- | 52 H ) 8 &8 ipe - c'}{b i S N @ 1405 -
Apph Cop: Paste Fill - Default | Group Column Filter Expand Contract < Save Default Installed Page <
. - cell y chooser bar all all sta equipment | help
Main Edit Advanced view Grouping Companion columns Page view Easy edit page help
EasyEdit ES ~
e [ ]a Trunk Trunk Name | Trunk Grop | Priory ‘
SIP3 2 7
sS4 2 &8
SP5 2 65
SIP6 2 ]
SP7 2 bl
o -
Programming Level SIPFP21 3 7
e o SIPP22 3 4
SIPP23 3 75
System Numbering Flan ~ SIPP24 3 i
[ Speed Dial SIPP25 3 7
Extensions SIPP26 3 ]
Department Groups SPP27 3 75
&l cos sPP28 3 80
?H Restriction R " -
imers
Timer Class of Service tine 082 ! &
O Line 083 1 a3
B Turks Line 084 1 a
T &) General Line 085 1 85
£ ] Trurk Group Roting Line 036 1 3
i [ Tk Gouwp Line 087 1 a7
[0 Trunk Group Route Line 088 1 a8
-] Route per Extension Line 085 1 25
Attemate Rovte per Extension Line 030 1 30
Vitual Trunk Group Rovting Line 091 1 91
urk to Trunk Routing Line 092 1 92
alogue Trunks Line 033 1 5
mers Line 034 1 34
wurk Access Maps Line 095 h a5
rurk Call Charging e 55 B %
‘[;(L; Line 097 1 57
o1 1 -
Flexible Ringing by Caler ID
Fexble CLI tne 100 ! 100
o Attendant . Line 101 1 0
=7 Line 102 1 102
Expand Al | Collapse Al Line 103 1 03
Line 104 1 104
¢ System Data Line 105 1 105

Dane User: tech (IN) CP20 EMEA Chassis Ver: 11| B

37

May 12, 2022



\\Orchestrating a brighter world NE‘

2. Modify your system numbering plan in System Numbering Plan + System Numbetingry example
57 and 58 are four digit F-Route numbers.

Easy edit | MS Teams SV9100 Configuration File [SVS100 CP20 EMEA V10.5] - PCPro - o X

ports Filter options  Tools LECICN Actions Q_Ribbon search

Q p—
= - B8 Usea = + @ 1101 -
E ==y ) e ; i N ;
Paste Fill - Default | Group Column| Filter Expand Contract < Save Default Installed Page <
- cel by chooser| bar all all state equipment | help
Edit Advanced view Grouping Companion columns Page view Easy edit page help
o . |tstand2nd | Dial Digi
Swen [ aqf _mum_hya, A e Netnoking 1D
5_—><I:H O <l Ol o
| [} Not used [}
5 51 4 Extension ]
5 52 4 Extension [}
5 53 4 Extension ]
5 54 4 Extension ]
Programming Level a 5 55 4 Extension [}
I 5 57 4 FRoute ] I
[ Inital setup wizard ~ 5 58 1 FRoute 0
[ Chassis view
C] Blades 5 5 4 Extension 0
[ System Numbering Plan s = 4 Edensien 0
i~ [ System Numbering
[ Addtional Dial Table
Service Codes
:~ [ ACD Plot Number
+-[] Remote Corference
*- [ Defauit Operator
[ Speed Dial
Exensions
Department Groups
cos
Toll Restriction
Timers
Timer Class of Service
Operstors
Trunks
IRG
DIL
ool
Flexible Ringing by Caler ID
Flexible CLI
Auto Attendart
Queve Messages ©

Epand Al | | Collapse Al

BBy ¢ System Data

Done

3. Configure the F-Route dialled lead digits in FRoute + Dial Analysis Table lead diditshis example
any digits dialled in the range 5700-5799 and 5800-5899 will go to F-Route Table number 1.

Easy edit | MS Teams SV9100 Configuration File [SVS100 CP20 EMEA V10.5] - PCPro - o X

eports Filter options  Tools LECIO Actions ' Q Ribben search

0 = s B Used - ' +f @ 4202 -

2 «, BEEE [ SICE N :

Copy Paste Fill D Group Column Filter Expand Contract < Save Default Page <
M - all | e

d
ipment

by chooser bar I al state e help
Edit Advanced view Grouping Companion columns Page view Easy edit page help
o Table ‘Dia\ |Se¢wce |Mdrliana\ ‘ Dial Tone ‘ ~
search a 7 e = I ] ]
001 57ee FRoute Table 1
002 seee F-Route Table 1
004 Not set 0 r
005 Mt set 0 r
006 Not set [}] r
Programming Level a oo7 Not set o I
008 Not set 0
009 Not set 0
[ Cperators ~ 010 Not set 0 r
Trunks o Not set 0
IRG 012 Mt set 0
& oL 013 Not set 0 r
ool o014 Not set 0 -
Flexible Ringing by Caler ID G5 Not set B —
[ Flesble CLI -
[il3 Not set 0
fuso Atendart 07 et o ] -
Queue Messages =
018 Not set 0
Voicemai L
Night Service o Not set o L
Eco Mode 020 Not set 0 r
ARS Autematic Route Selection L] Not set o I
LCR 022 Not set 0
F-Route 02 Not set 0
i~ [ Time Schedule 024 Not set [] r
+--01 FRoute Dial Tone Simuation 025 Not set 0
[ Dial Analysis Table lead digts [ Not set 0 r
i[O Addtional Analyse Tables 027 Not set 0 r
- [ Cascade Addiional Tables 028 Mot set 0 r
i[O Fallback F-Route P Not set 0 r
+-00 FRoute Selection for Time scheduie 0 Not set 0 r
i~ [ FRoute Table & Not st B -
i~ FRoute Gain Table —
: 032 Not set 0
00 Add Digit Table e =
: 023 Not set 0
[ Time schedule for F-Route service = Nt ot o —
i [ Weekly schedule for F-Route service s L=
.01 Holiday schedule for F-Route service v (E5 Mot set 0 L
= - 0% Not set 0
Epand Al | | Collapse Al 037 Mot set o I
038 Not set 0
¢ System Data 039 Mot set []

Done User: tech (IN)
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4. Configure F-Route Table number 1 to route the dialled number to Trunk Group 3 for the SIP tie-lines
and include an Additional Dial Table to complete the full PSTN number. This is programmed in
Route + fRoute TableAlso set the maximum number of Dialling Digits to the same as the PSTN
number (11) to eliminate dialling delay.

= = = - Easy edit | MS Teams SV2100 Configuration File [SVS100 CP20 EMEA V10.5] - PCPro — o x
File Home w Reports Filter options Tools Grid style Actions ' Q Ribbon search
3 = St Bl Usea | s v\ ']
S
i j ? E o S | (@@ ee = b S
Apph Group |Column Filter | Expand Contract 5| | save Defaurt Ir Page s
by chooser bar all all state equipme! help
Main Advanced view Grouping Companion columns Page view Easy edit page help
x
FISESE " FRowe Table @
s Ja
F-Route Priodty . Delete Dial | Additional Dial Gain Table when | Gain Table when ARS Class of Maximum CCIS over IP Destination | Network Spe
Table M ey = ‘ Sgjie Table | 22 17 | friemal Cal e e e e
I =) F-RouteTable: 001
B o | | 0 [ 0 0 0
2 T (] T r 0 0 0 0 0
3 0 0 0 r 0 0 0 0 0
Programming Level 4 0 0 0 0 0 0 0 0 0 0
= - 002
1 0 0 0 ] 0 ] 0 0 0 0
Operators 2 [} [} 0 [} 0 [} 0 0 0 0
B Turks 3 0 0 0 ] 0 ] 0 0 0 0
IRG 4 0 0 0 [}] 0 (] 0 0 0 0
DIL 003
& oot 1 [} [} 0 r 0 ] 0 [} [} 0 0
Flexible Ringing by Caler ID 05 2 3 3 o ] s B 3 3 o o
:i"‘h“;m; 003 3 0 0 0 r o [ 0 0 0 0 0
B Auto Atendart 003 4 [} [} 0 r 0 ] 0 [} [} 0 0
Queve Messages e e Table: 004
[ Voicemai out —
Nigt Semice 004 1 0 0 0 [ | 0 ] 0 0 0 0
oo Mode 004 2 0 0 0 C o 0 [} 0 0 0 0
[ ARS Automatic Route Selection 0 3 0 L) 0 r 0 0 0 L) L) 0 0
LR 004 4 0 0 0 ] 0 ] 0 0 0 0
O FRoe =) F-RouteTable: 005 o
i [ Time Schedule 005 1 0 0 0 r o ] [} [] [] 0 0
i [ F-Route Dial Tone Smuiation 005 2 0 0 0 r o 0 ] 0 0 0 0
[ Dial Analysis Table lead digts 005 3 0 0 0 0 0 0 0 0 0 0
[ Addiional Analyse Tables 005 4 0 0 0 r o 0 [} 0 [} 0 0
i [ Cascade Addiional Tables = F-RouteTable: 006
i [ Falback F-Route 008 1 0 ) 0 r oo 0 ) ) ) 0 0
-1 F-Route Selection for Time scheduie 06 2 0 0 0 r o ° 0 0 0 0 0
i 0 Foute Table 006 3 [} 0 0 r 0 ] 0 0 0 0 0
: BEDLD":G-?TEME 006 4 0 0 0 ] 0 ] 0 0 0 0
; igt Table
; =) F-RouteTable: 007
+--[ Time schedule for F-Route service - —— -
: 007 1 [} [} 0 0 ] [} [] [] 0 0
i [ Weekly schedule for F-Route service -
i 007 2 0 0 0 ] 0 ] 0 0 0 0
01 Holiday schedule for F-Route sevice © e
- L 007 3 0 0 0 ] 0 ] 0 0 0 0
Expand Al | | Collapse Al 007 4 0 0 0 o o o 0 0 0 0
= F-RouteTable: 008 v

BBy ¢ System Data

Daone User: tech (IN) s [File Ver: 5V

5. Use the Additional Digit Tables to complete the PSTN number which should be dialled. Example - If
the user dials 5701 then this will send 01159695701 towards the SIP tie-line. This is programmed in
FRoute + Add Digit Table

e =1 Easy edit | 1S Teams 5¥9100 Configuration File [SV9100 CP20 EMEA V10.5] - PCPro - Boox

View orts Filter options Tools Grid style Actions Q_Ribbon search
Q
3 = 1 B Usea - v (@306 -
> 3 . (BED 1| Y N :
Apply Paste  Fill Group Column Filter | Expand Contract B Page B
- by chooser bar all all state eq help
Main Edit Advanced view Grouping Companion columns Page view Easy edit page help
=10 B ddional | Additional 2
Search Q r Dial Tahl - Dial Data —
| 0001 0115968 |
0003
0004
0005
0006
Programming Level a m
0009
[ Operators ~ o010
Trunks o011
IRG w12
B DL o013
ool 004
Flexible Ringing by Caller ID i
Flexible CLI possy
Auto Atendant o
[ Queue Messages
Voicemai 03
Night Service s
[ Eco Mode 020
ARS Autematic Route Selection 0021
LCR o022
[ F-Route 0023
i~ [ Time Schedule 0024
i~ [ FRoute Dial Tone Simuation 0025
+-[] Dial Analysis Table lead digits 0026
i [ Additional Analyse Tables 0027
i [ Cascade Additional Tables 0028
i~ [ Fallback F-Route 0029
+-00 FRoute Selection for Time scheduie s
i [ FRoute Table et
+--[] F-Route Gain Table 0032
i[O Add Digi Table e
i [ Time schedule for F-Route service
i 0] Weekly schedule for F-Route service (CEd
$-.[0 Holday schedule for F-Route sevice v 0035
il 0036
Expand Al | | Collapse All 0037

BBy ¢ System Data

Done User: tech (IN)
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Configure ARS to remove dial delays — Optional

If you are using the SV9100 as a transit system, so calls are made from MS Teams > Direct Routing > SV9100
> PSTN and the PSTN trunks connected to the SV9100 are also SIP, then you will have a delay on the
outgoing call leg. You can use ARS to analyse the digits dialled and eliminate the call delay.

1. Enable the ARS service in ARSAutomatic Route Selection + ARS Enable

= 2 1 & E = Easy edit | MS Teams SV9100 Configuration File [SV9100 CP20 EMEA V10.5] - PCPro - o X

Home  View Reports Filter options  Tools Gridstyle [N Q_Ribbon search

— Q — ——
: - Wl usea | R F N @ 2601 >
- | = +« . B 28 B ooe |V E L =
Appl Copy Paste Fill Default | Group Column Filter | Expa t =| | Save Default Instslled Page &)
- - cell by chooser bar all all state equipme| help
Main Edit Advanced view Grouping Companion columns Page view Easy edit page help
EasyEdit Fox |
Search Q
| W |

ARS Ca$ Match Access
CoS Cross Reference F-Route Table (44-05-07)
DTS00/DTB0D Mui Log-on for ARS r
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2. Configure a dial string analysis table in ARSAutomatic Route Selection + ARS Dial stfihg.table
must be modified to suit your local region. For example UK national numbers start with 0 and are 11
digits in length. The trunk group is the PSTN trunk group connected to the SV9100.

CTIEELE RS Easy edit | MS Teams SV8100 Configuration File [SV8100 CP20 EMEA V10.5] - PCPro - o X
File Home View  Reports Filter options  Tools Grid style Actions "Q Ribbon search
' SEEEE A R
- = & @ e - Iy O -
Apph Cop) Paste Fill  Default Group Column Filter Expand Contract s Save Default Page s
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Not set 0 0 o
Not set 0 o 0
Not set 0 o o
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3. Configure the Dial Treatment in ARSAutomatic Route Selection + ARS Dial Treatnmiéisttreatment
will Redial Dial 01 additional digits, which is # and then End the dial treatment. This means that SIP
calls are suffixed with a #.

L 1= = rm = Easy edit | MS Teams SV2100 Configuration File [SV3100 CP20 EMEA V10.5] - PCPro — [m] X

View  Reports  Filteroptions  Tools = Gridstyle [NS ' Q Ribbon search

= e = Used - faseestd 2603 -
R % ] NG
| e @ i
Group Column Filter | Expand Contract = | save Default Instalcd | Page =
all all

by chooser bar state equipment | help
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Configure Coder Transcoding (Optional)

The SV9100 does not support SILK NB or SILK WB codecs. These codecs provide good properties for high
latency connections, providing resiliency for lost or delayed RTP packets. The SBC is capable of transcoding
calls. This is feature requires hardware DSPs for the BX800 device, or virtual DSPs which are a licensed
feature of the BX9000.

This example is based on the BX9000. Transcoding on the BX9000 also requires additional vCPU resources.
Please see Release Notes for more information.

1. Ensure that you have a license key for Transcoding and the codecs are supported in SETUP >
ADMINISTRATION > LICENSE > License Key

nes NEC BX3000

SETUP

UNIVERGE BX9000

MONITOR TROUBLESHOOT

o

O Entity, parameter, value

® SRD | A
£ TIME & DATE License Key
Tl Local License Key 79
SNMP
4 LICENSE

GENERAL VOIP SIGNALING PROTOCOLS SBC CAPACITY

Floating License LV ey 45 ° Sl o SBC Sessions 125 125
DSP Channels 252 T PR

MAINTENANCE EIE | Transcoding sessions 125 125 |
Maximum Supported Software 000
Version
SKYPE FOR BUSINESS CODERS SECURITY FEATURES
MSFT ° 6723 G729 G727 G722 SILKNB SILKWE Psec ©
TEAMS ° OpusNB Opus-WE Media Encryption o

Strong Encryption (-]
Encrypt Control Protocol -]
1P MEDIA FEATURES MANAGEMENT FEATURES HTTP PROXY
VML [] a ] HTTP Proxy [}
EMS o
% Floating License Load File | Load String HB

2. Enable the number of Media Channels in SETUP > SIGNALING & MEDIA > MEDIA > Media Settings.
Also check that the SDP Session Owner does not contain any illegal characters (space).

nes NEC BX9000

NEC

UNIVERGE BX9000

® SRD | Al

{y TOPOLOGY VIEW
CORE ENTITIES

Quality

f Experience

INTRUSION DETECTION

TROUBLESHOOT

'SIGNALING & MEDIA

Media Settings

Cancel [ACLINY

s

GENERAL ROBUSTNESS
CODERS & PROFILES
NAT Traversal Disable NAT M nbound Media Latch Mode Dynamic v
sBC
Enable Continuity Tones Disable v4 New RTP Stream Packets 3
SIP DEFINITIONS
| number of Media Channels o 120 1 New RTCP Stream Packets 3
e Enforce Media Order Disable M W SRTP Stream Packets 3
4 MEDIA I SDP Session Owner o UNIVERGEBX9000 I New SRTCP Stream Packets 3
Media Security Timeout To Relatch RTP (msec) 200
RTP/RTCP Settings
& SBC SETTINGS Timeout To Relatch SRTP (msec) 200
Voice Settings
Timeout To Relatch Silence (msec) 10000
FioModem/lip Settings Preferences Mode DoesntInclude Extensions ¥
Media Settings Timeout To Relatch RTCP (msec) 10000
= " Enforce Media Order Disable N

£ Entity, parameter, value
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3. Enable Transcoding support in SETUP > SIGNALING & MEDIA > SBC > SBC General Settings.

nee NEC BX2000

NEC

UNIVERGE BXS000

{2+ TOPOLOGY VIEW

CORE ENTITIES
CODERS & PROFILES

4 5BC

Classification (1)
4 Routing
Routing Policies (1)
IP-to-IP Routing (5)
Alternative Reasons Set (0)
1P Group Set (0)
Manipulation
Call Admission Control Profile (0)
Malicious Signature (12)

External Media Source (0)

SIP DEFINITIONS
MESSAGE MANIPULATION
MEDIA

INTRUSION DETECTION

SBC General Settings

GENERAL

Direct Media

Unclassified Calls

Forking Handling Mode

No Answer Timeout [sec]
BroadWorks Survivability Feature
Max Forwards Limit

Max Call Duration [min]

No RTP Timeout After Connect [ms]

Keep original user in Register

Jiss Admin

O Entity, parameter, value

Disable v
Reject v
Latch On First v
600

Disable v
70

o

0

Do not keep user; Override wit ¥

SBC Performance Profile

Routing Timeout [sec]

(Call duration that counts as a short call

FORWARD & TRANSFER

SBC REFER Behavior

Optimized for ranscoding v | § I
10
Regular v

Cancel APPLY

4. Create an ‘Allowed’ coder group for MS Teams in SETUP > SIGNALING & MEDIA > CODERS &
PROFILES > Allowed Audio Coders Gropgsthe child table.

Hee NEC BXO000

NEC

UNIVERGE BX9000

{2 TOPOLOGY VIEW
CORE ENTITIES
4 CODERS & PROFILES

1P Profiles (2)
Coder Settings
Coder Groups

Allowed Video Coders Groups (0)

SBC

SIP DEFINITIONS
MESSAGE MANIPULATION
MEDIA

INTRUSION DETECTION

Allowed Audio Coders Groups (2)

|+ new Ede [

INDEX +

[
1

#1[5V9100]

GENERAL

Name * 5v9100

Actions~ d Admin =

O Entity, parameter, value

Page [ of 1 Show |10 ¥ | records per page o
NAME
WS Teams

V9100
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5. Inthe child table add the restricted codecs.

nee NEC BX2000

NEC R c 3 R Actions Admin -

UNIVERGE BXS000

O Entity, parameter, value

. a Grouns [#0] i @
£3 TOPOLOGY VIEW @ Allowed Audio Coders Groups [#0] > Allowed Audio Coders (2)
CORE ENTITIES
& Rozell o1 Show [10 v | records per page o
4 CODERS & PROFILES
L L LSERDEEINED CODED
IP Profiles (2) [} SILK-NB
Coder Settings 1 SILK-WB
Coder Groups
Allowed Audio Coders Groups (2)
Allowed Video Coders Groups (0)
SBC
SIP DEFINITIONS #0

MESSAGE MANIPULATION

GENERAL
MEDIA
Coder * SILK-NB
INTRUSION DETECTION User-defined Coder

6. Associate the restricted codecs list with the MS Teams IP Profile in SETUP > SIGNALING & MEDIA .
CODERS RROFILES > IP Profiles.

Hee NEC BXO000

NEC

UNIVERGE BX9000

s Admin~

O Entity, parameter, value

[MS Teams IP Profile]
{x TOPOL! SIS

T e D -

CORE ENTI Remote RFC 3360 Support Not Supported v NATUD? atonTime 1 -
4 CODERS & Remote Can Play Ringback Yes v INAT TCP Registration Time -1
1P Profiles (] Generate RTP None v
Coder Setti SBC FORWARD AND TRANSFER
Coder GroL
Allowed Au SBCMEDIA Remote REFER Mode o | Handle Locally v
Allowed Vie < Replaces Mo ean
Mediation Mode RTP Mediation v Remote Replaces Mode Stendard M
SBC e . .
Extension Coders Group s #1[AudioCodersGroups_1] - Play RBT To Transferee N
| Edit
Remote 3o Mode Handle Locally v
SIF DEFNT Alowed Audio Coders ¢ =0[MsTeams] ¥ | View ’ J -
MESSAGE ! Allowed Coders Mode tion v
SBCHOLD
MEDIA Allowed Video Coders - v | View
- Remote Hold Format o | Inactive v
INTRUSION Hllowe
) _ Reliable Held Tone Source Yes v
Direct Media Tag
Play Held Tone No v
RFC 2833 Mode Asls v

Cancel QEURY

SBC Enforce MKI Size Don'ter Remote Delayed OFfer 5 ® NotSupported

SBC Media Security Meth.. MSRP re-INVITE/UPDATE Supported

Reset SRTP Upon Re-key MSRP Offer Setup Role ActPass
Required MSRP Empty Message ... Defautt

Generate SRTP Keys Mode
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Verify the transcoding function is functioning. You can check this in the syslog debug of the BX SBC.

Tocalo.
locale.
Tocale.

local®
local®

local@.
local@.
locale.
locale.

notice
notice
notice
notice
notice
notice
notice
notice
notice

Lo suouey
[S=155625]
[S5=155626]
[s=1556271
[5=155628]
[5=155623]
[S=15563@1
[S=155631]1
[S5=155632]
[5=155633]

[sID=21916f

Losu—e 1310t aa
[SID=21916f :

[SID=21916f:
$114:
[SID=21916f:
[SID=21916f:
[SID=21916f :
[SID=21916f :
[SID=21916f:
[5ID=21916f:

114:
114:

114:
114:
114:
114:
114:
114;

R

58511
5051]
5051]
5051]
5051]
58511
58511
5051]
50511

smewuey

142865)
142866)
142868)
142869)
142870)
142871)

UL JTUUL SLyr SaLUE S AT — 1y

a a
ResourceCounter: Coder Transcoding session +1
ResourceCounter: Media channel +1 [1/120] [Tim

» R s TS 1 g v o e s e
ResourceCounter: Media channel +1 [2/120] [Time:15-B2@23:66:26.119]

LYPT - UL, L@y — CAUUS T HEW BLELT. WEAL_I Ul LALSIU LD AU U e 10

fdiationLevel:RTP [Time:15-02@23:06:26.119]

Me:15-02@23:06:26.119]

<{#254)>CID=-160 ChannelResource: :AllocateResource DSP_Allocated. Available count 1020 [Time:15-82@23:06:26.119]

(#279)RTS: : AllocateResource CODERTRANSCODING already Allocated. [Time:15-02@23:06:26.119]
[Time:15-62@23:06:26.119]

(#278)RTS: : AllocateResource DSP already Allocated.
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Tested Call Scenarios
Below is a list of tested call scenarios with SV9100 and MS Teams tie-line using Direct Routing.

After each test the trunk resources should be released.

Index = Category Description Pass/ | Remarks
Fail

0 Basic Call Function Make a call from SV9100 PBX User to MS Teams User Pass Incoming call may be
displayed in MS Teams client
as +442XX. It is possible to call
back because SBC
manipulates dialled number.

1 Basic Call Function Make a call from MS Teams client to SV9100 PBX User Pass

2 Basic Call Function Hold call from SV9100 > MS Teams using Teams Client. Pass

Recover caller.
3 Basic Call Function Hold call from SV9100 > MS Teams using SV9100 MLT. Pass
Recover caller.
4 Outgoing Calls — Outgoing call from MS Teams Client to SV9100 Trunk via | Pass
PSTN tie-line
5 Incoming Calls DDI Routed from SV9100 Trunk to MS Teams User (22- Pass Routing of DDI’s to F-Route
11) numbers assigned to MS
Teams users in target 1 of the
DDl translation table is the
only supported method of
routing DDI’s to MS Teams
users.
MS Teams users cannot be
members of other SV9100
routing methods such as
incoming ring groups,
department groups, etc.

6 Incoming Calls DDI Routed from SV9100 Trunk to MS Teams Auto Pass Call is answered and DTMF

Attendant dial options OK, plus also
speech analysis.

7 Incoming Calls DDI Routed from SV9100 Trunk to MS Teams Call Queue | Pass Call is routed to queue group,
receives queue hold music
and deliver to agent OK.

8 Call Transfer - PSTN DDI call to SV9100 MLT > Blind Transfer to MS Teams Pass CLIP depends on values set in
Flexible CLI + CLI Pass throu
Either SV9100 MLT or
incoming call CLI.

9 Call Transfer - PSTN DDI call to SV9100 MLT > Consult Transfer to MS Teams | Pass CLIP depends on values set in

User Flexible CLI + CLI Pass throu
Either SV9100 MLT or
incoming call CLI.

10 Call Transfer - PSTN DDI call to SV9100 MLT > Blind Transfer to MS Teams Pass Transfer recall to SV9100

User — No answer from MS Teams station. Missed call
notification on MS Teams.
CLIP depends on values set in
Flexible CLI + CLI Pass throu
Either SV9100 MLT or
incoming call CLI.

11 Call Transfer — PSTN | DDI call from SV9100 Trunk — DDI to MS Teams user, Pass During the transfer 2 trunks

Blind transfer back to SV9100 MLT. are occupied. CLIP passed by
MS Teams is the original
incoming caller CLI.

12 Call Transfer — PSTN | DDI call from SV9100 Trunk — DDI to MS Teams user, Pass During the transfer 2 trunks

Consult transfer back to SV9100 MLT. are occupied. CLIP passed by
MS Teams is the MS Teams
User PSTN Number.
13 Call Transfer Call from SV9100 MLT > Teams User. Blind transfer back | Pass During the transfer 2 trunks

to SV9100 (different) user.
46
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14

15

16

17

18

19

20

21

22

23

24

Call Transfer
Call Transfer

Call Forward

Call Forward
Call Forward
Voicemail - PSTN
Voicemail
Conference

Dial-Through

Dial-Through

Dial-Through

Call from SV9100 MLT > Teams User. Consult transfer

back to SV9100 (different) user.

Call from SV9100 MLT > Teams User. Consult transfer
back to SV9100 but cancel call during transfer.

\Orchestrating a brighter world N EC

Pass

Pass

Immediate Call forward SV9100 MLT to MS Teams User FAIL

Call forward from MS Teams User on Immediate to

SV9100 MLT

Call forward from MS Teams User on No Answer to

SV9100 MLT

DDI call to MS Teams user with B/NA to voicemail set

Call from SV9100 MLT to Teams User with B/NA to

voicemail set

SV9100 MLT setup conference by adding MS Teams

user
Dial through the SV9100 to PSTN trunk

Dial through the SV9100 to PSTN trunk and access
remote IVR/AA system. Check that DTMF digits are

received and analysed OK
Send CLI through transit trunks

47

Pass

Pass

Pass

Pass

Pass

Pass

Pass

Pass

During the transfer 2 trunks
are occupied.
During the consult 2 trunks
are occupied.

SN EEEEEEEEEEEEEEENENI
Under investigation

Call is redirected and CLI
passed to VM
Call is redirected to VM.

MS Teams user is added to
conference call

Call transits the SV9100.
Requires Tie-Line COS 20-14-
02 and 20-14-03 enabled. SBC
is responsible for adding trunk
access prefix

Digits 0-9, # and * OK.

Supported if 14-01-24 is
enabled and dependent upon
support from PSTN network.
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